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TITLE OF INVENTION

PREVENTING HTTP SERVER ATTACKS

FIELD OF THE INVENTION

The present invention relates to the field of data communications. More

particularly, the present invention relates to a system and method for preventing denial of

service attacks against Hypertext Transfer Protocol (HTTP) servers.

BACKGROUND OF THE INVENTION

The World Wide Web ("Web" or "WWW") is a vast network of computer

servers, computer clients and telecommunication data lines for sending and receiving data

(or "content"). The Web servers send text or binary content to client programs. Text

data includes specially formatted text documents (or "Web pages") written using the

Hypertext Markup Language (HTML) protocol. The users use client programs such as

"browsers" to establish data connections to Web servers, send requests for data, retrieve

content and then view that content. Common browsers include Netscape Navigator® and

Microsoft® Internet Explorer. These browsers and other Internet applications include the

ability to access a URL (Universal Resource Locator) or "Web" site. The URL is used to

specify the location of a file held on a remote machine.
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Each URL is composed of several components. For example, the URL

http://host/file.html includes three components. The first component, http, specifies the

protocol that is used to access the target file. In the present example, the protocol is

Hypertext Transfer Protocol (HTTP). A URL may specify other protocols as well. For

example, the URL of ftp://ftp.pgp.com/bub/docs/samples specifies access to files via

"FTP" (File Transfer Protocol). This specifies a link for accessing the file directory

docs/samples on the machine ftp.pgp.com.

The second component, host, indicates the name of the remote machine. This can

be expressed either as a domain name (e.g., pgp.com) or a numeric Internet Protocol (IP)

address such as 123.200.1.1. The final component, file.html, provides the path name of

the target file. In other words, the target file is the file to which the hypertext link is to be

made. The file is referenced relative to the base directory in which the Web pages are

held.

The HTTP protocol is typically employed to transmit web pages between the

client computer and the server computer. According to the HTTP protocol as specified

by the Internet Request For Comments RFC 1945 (T. Berners-Lee et al.), clients and

servers communicate using request messages and response messages. A request message

is sent by a client to a server to initiate some action. Exemplary actions are listed in

Table 1.
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Message Description

/\ request to letcn or retrieve lniuriiiduon

POST A request to accept the attached entity as a new subordinate to the identified

URL

PUT A request to accept the attached entity and store it under the supplied URL

DELETE Requests that the origin server delete a resource

Table 1

The server, in response to a request, returns a response message. A response

message may include an entity body containing hypertext-based information. In addition,

the response message must specify a status code, which indicates the action taken on the

corresponding request.

Figure 1 is a block diagram that illustrates a single HTTP transaction including a

request message and a response message. Client computer 100 has established a data

communications connection via the Web 105 to a web server 1 10. A client application,

such as a Web browser, initiates a request for a resource. The resource may be, foiL_

example, a home page on a Web server 1 10. The client 100 opens a connection between

the client 100 and the server 1 10. The client 100 then issues an HTTP request 1 15. The

request 115 consists of a specific command, a URL and a message containing request

parameters, information about the client, and possibly additional content information.

When the server 110 receives the request 1 15, it attempts to perform the requested action

and returns a HTTP response 120. The response includes status information, a

success/error code and a message containing information about the server 110,
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0^
information about the response itself, and possible content. Further description of HTTP

is available in the technical and trade literature; See e.g., William Stallings, The

Backbone of the Web, BYTE, October 1996.

Figure 2 shows a simplified diagram of a computer connected to external

networks 200 via a host computer 205 linked to an access point 210. An access point 210

is essentially an external location capable of permitting authorized users to access

external computer networks. The access point 210 is typically maintained by a computer

10 network service provider, such as a telephone company (Telco) or commercial Internet

Service Provider (ISP). The access point 210 serves as a link in the overall network

scheme and consists of a series of Network Access Servers (NASs) and other related

hardware, software and/or firmware. An access point 210 may also include a modem

ry pool (not shown) maintained by a Telephone Company (Telco) or an Internet Service

M 15 Provider (ISP) that enables its authorized users or subscribers to obtain external network

nj

H access through the host computer 205, which has the required dial-up connection

capability. The access point 210 may include a gateway device 215, such as the Service

Selection Gateway (SSG) Cisco model 6510, manufactured by Cisco Systems, Inc. of

San Jose, CA and an authentication, authorization and accounting (AAA) server 220,

20 such as Cisco ACS or Cisco Secure, manufactured by Cisco Systems, Inc. of San Jose,

CA.

The Service Selection Gateway (SSG) is a product that allows data

communications network users to select and login to services on the data communications

5
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network. These services can include computer intranets, pay per use sites, the Internet,

community of interest services and the like.

5 The link between the host 205 and the gateway device 215 is typically a point-to-

point link. The AAA server 220 may accommodate several client gateway devices

simultaneously and communicate with one another according to a standard Internet

protocol, such as the Remote Authentication Dial-In User Service (RADIUS) protocol.

RADIUS is protocol standard for communicating authentication, authorization and

10 configuration information between a device that desires to authenticate its links and a

'f, shared authentication server. Those of ordinary skill in the art will recognize that other
«^

\j

I Rl types of access methods may be provided by a Telco or ISP such as frame relay, leased

J| lines or ATM (Asynchronous Transfer Mode). Additionally, access methods may
a n

a

fy include Digital Subscriber Line-based methods (hereinafter referred to as xDSL) for

H* 15 supporting a host that uses a DSL access method, and/or a cable access method for

fy

^ supporting a host that uses a cable modem.

I
p

Typically, when the user desires to access a specified domain, the user runs a

network logon application program on the host computer 205 which requires the user to

20 input user identification and authorization information as a means of initiating access to

the desired network. This information is then directed to the access point 210 where it is

verified to ensure that the host user has the required authorization to permit access to the

desired network. Once authorization is granted to the user, a connection is established

via the access point 210 with the home gate of the specified domain site (235, 240, 245).

6
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The connection established may be tunnel-based connections (225, 230), such as L2TP

(Layer Two Tunneling Protocol) or L2F (Layer Two Forwarding) or an IP-based

(Internet Protocol) connection, such as used with ATM or frame relay. The user of the

host computer 205, having established such a connection, has the ongoing capability to

access the specified domain until the connection is terminated either at the directive of

the user or by error in data transmission. The access point 210 will typically have the

capability to connect the user to various other privately owned secured domain sites, or

the public Internet 200.

As the use of data communications networks increases worldwide, congestion of

|b1 those networks has become a problem. A given data communications network, a given

node on a data communications network, or a given link connecting two nodes has a

5
fy certain capacity to pass data packets and that capacity cannot be exceeded. Network

M= 15 congestion is exacerbated by denial-of service attacks.

Denial of Service (DoS) attacks attempt to render a computer or network

incapable of providing normal services. Denial of Service attacks typically target a

computer's network bandwidth or connectivity. Bandwidth attacks flood the network

20 with such a high volume of traffic that all available network resources are consumed,

effectively locking out legitimate users. Connectivity attacks flood a computer with such

an unusually a high volume of connection requests that all available operating system

resources are consumed, thus preventing the computer from processing legitimate user

requests. For example, a computer hacker intending to exploit present day HTTP servers

7
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could flood the network with many HTTP requests. The resources devoted to handling

the large number of HTTP requests generated by the computer hacker could adversely

affect services available to other users. If an innocent user makes normal page requests

from a website while that website is being subjected to a DoS attack, the requests may

fail completely or the pages may download so slowly as to make the website unusable.

A Distributed Denial of Service (DDoS) attack uses many computers to launch a

coordinated DoS attack against one or more targets. The perpetrator is able to increase

the effectiveness of the Denial of Service by harnessing the resources of multiple

unwitting accomplice computers that serve as attack platforms. Typically, a DDoS

master program is installed on one computer using a stolen account. At a designated

time, the master program communicates to a number of "agent" programs installed on

computers anywhere on the Internet. The agents initiate the attack when they receive the

command. The master program can initiate hundreds or even thousands of agent

programs within seconds.

The currently available solutions to this problem are very limited and do not offer

the level of security and service that most Internet users demand. One solution is to

secure computers from being hijacked and used as attack platforms by, for example,

periodically scanning Internet computers to make sure they are not being used as

unwitting DoS attack platforms. This solution cuts the problem off before it can ever

manifest. However, this solution is ineffective against computer users that desire to

cause DoS attacks. Furthermore, this solution requires a coordinated effort amongst

8
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numerous parties around the world to secure Internet computers from becoming

unwitting accomplices to such malicious intruders. Unfortunately, for every business that

has the knowledge, budget and inclination to make such changes, there are many more

which lack such resources.

What is needed is a solution that provides increased protection against HTTP

server denial of service attacks.
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BRffiF DESCRIPTION OF THE INVENTION

A method for preventing denial of service attacks against Hypertext Transfer

Protocol (HTTP) servers includes receiving a HTTP request from a subscriber using a

first communication network coupled to at least one other communication network,

receiving a profile for the subscriber, filtering the request to determine whether the

subscriber is authorized to make the request based upon the profile and forwarding the

request to the other communication network when the subscriber is authorized to make

the request. An apparatus capable of preventing denial of service attacks against HTTP

servers includes a profile request generator capable of generating a profile request based

upon a HTTP request received from a subscriber using a first communication network, a

filter capable of determining whether the request is authorized based upon the requested

profile and an authorizer capable of allowing the request to be forwarded on at least one

other communication network coupled to the first communication network.

10
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BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated into and constitute a part of

this specification, illustrate one or more embodiments of the present invention and,

together with the detailed description, serve to explain the principles and implementations

of the invention.

In the drawings:

FIG. 1 is a block diagram that illustrates a single HTTP transaction including a request

message and a response message.

FIG. 2 is a block diagram that illustrates a host computer linked to external networks via

an access point.

FIG. 3 is a block diagram of an access server that links a host computer to at least one

external network in accordance with one embodiment of the present invention.

FIG. 4 is a flow diagram that illustrates a method for protecting against HTTP server

attacks in accordance with one embodiment of the present invention.

FIG. 5 is a flow diagram that illustrates a method for applying a HTTP request profile

accordance with one embodiment of the present invention.

11
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FIG. 6 is a flow diagram that illustrates a method for determining whether the maximum

number of requests has been exceeded in accordance with one embodiment of the present

invention.

FIG. 7 is a flow diagram that illustrates a method for applying anti-HTTP server attack

measures in accordance with one embodiment of the present invention.

12
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DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

Embodiments of the present invention are described herein in the context of a

5 system and method for preventing denial of service attacks against Hypertext Transfer

Protocol (HTTP) servers. Those of ordinary skill in the art will realize that the following

detailed description of the present invention is illustrative only and is not intended to be

in any way limiting. Other embodiments of the present invention will readily suggest

themselves to such skilled persons having the benefit of this disclosure. Reference will

10 now be made in detail to implementations of the present invention as illustrated in the

accompanying drawings. The same reference indicators will be used throughout the

drawings and the following detailed description to refer to the same or like parts.

In the interest of clarity, not all of the routine features of the implementations

M 15 described herein are shown and described. It will, of course, be appreciated that in the

development of any such actual implementation, numerous implementation-specific

decisions must be made in order to achieve the developer's specific goals, such as

compliance with application- and business-related constraints, and that these specific

goals will vary from one implementation to another and from one developer to another.

20 Moreover, it will be appreciated that such a development effort might be complex and

time-consuming, but would nevertheless be a routine undertaking of engineering for

those of ordinary skill in the art having the benefit of this disclosure.

13
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In the context of the present invention, the term "network" includes local area

networks, wide area networks, the Internet, cable television systems, telephone systems,

wireless telecommunications systems, fiber optic networks, ATM networks, frame relay

networks, satellite communications systems, and the like. Such networks are well known

in the art and consequently are not further described here.

In accordance with one embodiment of the present invention, the components,

processes and/or data structures may be implemented using C or C++ programs running

on high performance computers (such as an Enterprise 2000™ server running Sun

Solaris™ as its operating system. The Enterprise 2000™ server and Sun Solaris™

operating system are products available from Sun Microsystems, Inc. of Mountain View,

California). Different implementations may be used and may include other types of

operating systems, computing platforms, computer programs, firmware, computer

languages and/or general purpose machines. In addition, those of ordinary skill in the art

will readily recognize that devices of a less general purpose nature, such as hardwired

devices, devices relying on FPGA (field programmable gate array) or ASIC (Application

Specific Integrated Circuit) technology, or the like, may also be used without departing

from the scope and spirit of the inventive concepts disclosed herein.

Turning now to FIG. 3, a block diagram of a computer network 300 in accordance

with one embodiment of the present invention is presented. The host 305 is able to

connect with a public network domain 310, such as the Internet, and a private network

domain through an access point 315. The host computer 305 in this particular computer

14
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network is connected to a Publicly Switched Telephone Network (PSTN) 320 via a

transmission means 325, such as copper wire or cable. Line coding standards such as

xDSL may be used. Those of ordinary skill in the art will recognize that other types of

transport mechanisms may be provided by an ISP or Telco such as Ethernet, frame relay,

leased lines, ATM (Asynchronous Transfer Mode) or the like.

The access point 315 is, in most instances, maintained by a computer network

service provider, such as a telephone company (Telco) or commercial Internet Service

Provider (ISP). The access point 315 serves as a link in the overall network scheme and

houses various network interfaces and service components capable of routing and

transferring data to and from various points on the network. Shown in FIG. 3 are a

gateway device 330 and an authentication, authorization and accounting (AAA) server

335. These devices are located within the access point 315 and are used in carrying out

the method of preventing HTTP server attacks in accordance with one embodiment of the

present invention.

In accordance with one embodiment of the present invention, the components,

process steps and/or data structures are implemented using a gateway device, for example

the Cisco model 6510 Service Selection Gateway (SSG), manufactured by Cisco

Systems, Inc. of San Jose, CA, or the Cisco model 6400 SSG, also available from Cisco

Systems, Inc. of San Jose, California. The SSG is a device that couples the user via a

network access server (NAS) or other conventional means to a larger data

communications network 310 such as the Internet having multiple services 340, 345 and

15
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350 associated with it. SSG 330 preferably creates tunneling connections such as Layer 2

tunneling protocol (L2TP) connections with Services 340, 345 and 350 as required by

users. In order for a user host to gain access to a public domain network, such as the

Internet, users must first dial-in or otherwise make a connection with the SSG through a

data-receiving interface (not shown in FIG. 3).

The term gateway is not meant to be limited to a single type of device, as any

device, hardware or software, that may act as a bridge between the user and the network

may be considered a gateway for the purposes of this application.

According to one embodiment of the present invention, the PPP protocol is used

as the standard method for transporting multi-protocol data packets over point-to-point

links. Other similar protocols capable of transporting multi-protocol data packets over

point-to-point links could also be used as would be apparent to those of ordinary skill in

the art. The link between the host 305 and the gateway device 330 is a point-to-point

link.

The AAA service performs user authentication, user authorization and user

accounting functions. It may be a Cisco ACS™ product such as Cisco Secure™,

available from Cisco Systems, Inc. of San Jose, California, or an equivalent product. In

accordance with one embodiment of the present invention, the Remote Authentication

Dial-In User Service (RADIUS) protocol is used as the communication protocol for

carrying AAA information. RADIUS is an Internet standard track protocol for carrying

16
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authentication, authorization, accounting and configuration information between devices

that desire to authenticate their links and a shared AAA or AAA proxy service. Those of

ordinary skill in the art will realize that other authentication protocols such as TACACS+

or DIAMETER can be used as acceptable authentication communications links between

the various communications devices that encompass the computer network 300 and still

be within the inventive concepts herein disclosed.

The present invention makes use of a user's service profile. A service profile,

sometimes referred to as a user profile, contains information relating to a particular user's

network access account. For example, it may include an identification of the user's last

known home PoP (point of presence) or home gateway located in a PoP. It may include

the identification of one or more domain name service(s) (DNS) to use in resolving

domain names to IP addresses. It may include details about the user's service agreement

with the ISP (internet service provider) servicing the user's account. According to one

embodiment of the present invention, such information may include the criteria to

determine the number of HTTP requests allowed from the user. The information may

also include the actions to be performed when a maximum number of HTTP requests has

been exceeded. For example, if the user is a "Platinum" user, he or she might be allowed

1000 HTTP requests directed to the same server over a one-minute period before

corrective measures are taken. A normal user might be allowed 10 HTTP requests during

the same period before corrective measures are taken.

17
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According to one embodiment of the present invention, the user profile is stored

in AAA servers disposed in various locations in the data communications network,

network and still be within the inventive concepts disclosed herein.

Turning now to FIG. 3, when the user 360 logs-in to the SSG 330, either directly

or through one or more intermediate devices, the SSG 330 obtains the user's service

profile from an AAA server 335. The user profile will contain an additional field

detailing the HTTP protocol profile to be afforded the user in accordance with one

embodiment of the present invention. The SSG 330 stores the HTTP protocol profile

associated with the user in a local memory or cache associated with the user and filters all

subsequent outbound communications forwarded to the Internet 310 or other network

during the session.

A first receiving interface 365 of SSG 330 receives a HTTP request 370 that

includes a URL. A profile request generator 375 generates a profile request 380 and a

first forwarding interfacei 385 sends the profilerequest 380 to the AAA server 335. The

profile request 380 includes a subscriber ID. The subscriber ID may include information

that identifies a subscriber based upon the virtual channel used to receive a

communication from the client. This information may include, by way of example, a

Virtual Path Identifier (VPI) / Virtual Channel Identifier (VCI), a slot ID for the slot used

to receive the communication, a port ID for the port used to receive the communication,

or the like. An AAA server 335 receives the profile request 380 and performs a table

lookup using table 390 to obtain a profile associated with the subscriber. A second

18
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receiving interface 395 receives the requested profile 400. A filter 405 determines

whether the HTTP request is acceptable based on the requested profile. An authorizer

410 authorizes the HTTP request based upon the determination made by the filter 405. A

third forwarding interface 415 forwards the HTTP request to the HTTP server 340, 345,

350 associated with the requested URL. If the request is unauthorized, anti-HTTP server

attack measures are applied. These measures may include, by way of example, setting an

alarm, dropping the data packet including the HTTP request or disabling the subscriber's

account.

This approach provides a number of important advantages. First, the HTTP

profile for the user need only be set once in establishing the user's service profile. The

existing AAA system will assure that the user's service profile is available regardless of

the PoP that the user logs-in on. Second, maintaining and modifying the HTTP profile

associated with a user is quite simple. Third, this approach protects against denial of

service attacks.

Turning now to FIG. 4, a flow diagram that illustrates a method for protecting

against HTTP server attacks in accordance with one embodiment of the present invention

is presented. At 450, the HTTP request profile to be afforded all HTTP requests sent by

the user is set in the user profile of the user. This is stored in AAA servers preferably

distributed about the data communications network. At 455, the user attempts log-in at a

PoP containing a service selection gateway, either directly or through a network access

server or other intermediate server. At 460, the SSG queries an AAA server using the

19
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RADIUS (or an equivalent) protocol and obtains the HTTP request profile specified in

the user's service profile. At 465, the SSG applies the HTTP request profile for the user

to each HTTP request packet sent by the user via the SSG.

Turning now to FIG. 5, a flow diagram that illustrates a method for applying a

HTTP request profile accordance with one embodiment of the present invention is

presented. Figure 5 provides more detail with respect to reference numeral 465 in FIG. 4.

At 500, a HTTP request from the client is received. At 505, a determination is made

10 regarding whether the HTTP request is an HTTP Get request packet or an HTTP Post

packet. If the answer is "No", the next request is received at 500. If the request is either

ij a HTTP Get request or an HTTP Post request, at 5 10, the number of client HTTP requests

Jg is updated. At 5 15, a determination is made regarding whether the maximum number of

fli

jry client requests has been exceeded. If the maximum number of client requests has been

15 exceeded, at 520, anti-HTTP server attack measures are applied.

Turning now to FIG. 6, a flow diagram that illustrates a method for determining

whether the maximum number of requests has been exceeded in accordance with one

embodiment of the present invention is presented. Figure 6 provides more detail with

20 respect to reference numeral 510 in FIG. 5. At 600, a client HTTP request profile is

received. The client HTTP request profile indicates authorized HTTP request behavior

for the user and the corrective measures to be taken if a HTTP request is unauthorized.

For example, the profile may indicate that a subscriber is allowed a maximum of 100

20
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HTTP requests per second and that the subscriber account should be disabled when the

maximum is exceeded.

Still referring to FIG. 6, at 605, a determination is made regarding whether the

number of client HTTP requests has exceeded the maximum number of HTTP requests

indicated in the HTTP request profile. If the maximum number has been exceeded, an

indication to that effect is made at 610. If the maximum number has not been exceeded,

an indication that the HTTP request is allowed is made at 615.

Turning now to FIG. 7, a flow diagram that illustrates a method for applying anti-

HTTP server attack measures in accordance with one embodiment of the present

invention is presented. Figure 7 provides more detail with respect to reference numeral

520 in FIG. 5. At 700, the client HTTP request profile is received. At 705, a

determination is made regarding whether the client HTTP request profile includes an

alarm flag. If the profile includes an alarm flag, at 710, an alarm is set. According to one

embodiment of the* present invention; the alarm is sent to the ISP of the client.

At 715, a determination is made regarding whether the client HTTP request

profile includes a "Drop Packet" flag. If the profile includes a "Drop Packet" flag, the

packet including the HTTP request is dropped at 720.

At 725, a determination is made regarding whether the client HTTP request

profile includes a "Shut Down Account" flag. If the profile includes a "Shut Down

21
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Account" flag, at 730, the client's account is disabled, preventing further HTTP server

access via the SSG by the particular client.

According to one embodiment of the present invention, the client's account is

disabled for a "hold-down" period when the request count exceeds a maximum HTTP

request count. According to another embodiment of the present invention, the hold-down

period increases each time the maximum HTTP request count is exceeded. Table 2

illustrates one example of how the hold-down period may change over time in

accordance with one embodiment of the present invention. In Table 2, the hold-down

period increases exponentially. The client's account is held down for two (2
1

) seconds

when the maximum HTTP Request count is exceeded for a first time. If the maximum is

exceeded a second time, the account is held down for four (2
2
) seconds. If the maximum

is exceeded a third time, the account is held down for eight (2
3
) seconds. Those of

ordinary skill in the art will recognize that many other hold-down sequences are possible.

Maximum HTTP Request Hold-Down

Exceeded Occurrence # Time (Seconds)

1 2

2 4

3 6

4 8

5 16

Table 2

22
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In accordance with the present invention, the components, process steps, and/or

data structures may be implemented using various types of operating systems, computing

platforms, computer programs, and/or general purpose machines. In addition, those of

5 ordinary skill in the art will recognize that devices of a less general purpose nature, such

as hardwired devices, field programmable gate arrays (FPGAs), application specific

integrated circuits (ASICs), or the like, may also be used without departing from the

scope and spirit of the inventive concepts disclosed herein.

10 While embodiments and applications of this invention have been shown and

4

described, it would be apparent to those skilled in the art having the benefit of this

disclosure that many more modifications than mentioned above are possible without

43 departing from the inventive concepts herein. The invention, therefore, is not to be

sn

fU restricted except in the spirit of the appended claims.

*0
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