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(54) Logon certificates

(57) Logon certificates are provided to support dis-

connected operation within the distributed system. Each

logon certificate is a secure package holding credentials

information sufficient to establish the identity and rights

and privileges for a user/machine in a domain that is not

their home domain. When a user/machine attempts to

connect to the system at a domain other than the home

domain of the user/machine, the user/machine presents

a logon certificate that evidences his credentials. The

domain where the user/machine attempts to connect to

the system, decrypts and unseals the secure package

as required to obtain the credentials information con-

tained therein. If the user/machine has sufficient creden-

tials, the user/machine is permitted to connect to the

system. If the user/machine lacks sufficient credentials,

the user/machine is not permitted to connect to the sys-

tem.
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Description

Technical Field

The present invention relates generally to data

processing systems and, more particularly, to the use of

logon certificates in a distributed system.

Background of the Invention

Many conventional distributed systems do not sup-

port roaming users or roaming machines. A roaming

user may wish to logon to the distributed system at

domains other than his home domain. Similarly, roaming

machines may wish to connect to the distributed system

at sites outside of their home domain. The roaming user

may use a roaming machine (e.g.. a portable computer)

to logon or may instead use a connected computer that

is available at the logon site. The conventional systems

that have supported such roaming users and machines

have provided the support at the expense of efficiency

and increased vulnerability. For example, certain con-

ventional distributed systems store credentials informa-

tion at a home domain of the user/machine. The

credentials information stored at the home domain is

examined when the user/machine tries to connect to the

system at a differentdomain. The credentials information

is examined to determine whether the user/machine is

permitted to connect to the distributed system. In order

to facilitate roaming users and machines, these conven-

tional distributed systems replicate the credentials infor-

mation to each potential connection domain in the

distributed system (i.e., to each domain).

This approach of replicating credentials across the

system suffers from several drawbacks. First, the repli-

cation of the credentials information is costly and time-

consuming. Second, the credentials information must be

replicated frequently because credentials must be

updated each time that the credentials information of any

user or machine changes. Third, the replication of cre-

dentials may not be successful due to intermittent failure,

and, thus, the proper credentials information may not

reach all the targeted destinations in the distributed sys-

tem. Fourth, this approach poses a security threat

because it provides more locations within the distributed

system that are susceptible to attack.

Summary of the Invention

The drawbacks of the conventional systems are

overcome by the present invention. In accordance with

a first aspect of the present invention, a method is prac-

ticed in the distributed system that has a facility for check-

ing authorization and authentication information,

typically referred to as credentials. In this method, a prin-

cipal, such as a user or portable computer, is provided

with a secure package that holds certified credential

information for the principal. The secure package may

be encrypted and/or may include a digital signature. The

secure package may be provided to the principal by stor-

ing the secure package on a portable storage medium

such as a floppy disk. Alternatively, the secure package

may be provided to the principal by storing the secure

package in the memory of a portable computer of the

user.

Once the principal has been provided with a secure

package, the principal may send a request to logon to

the distributed system along with the certificate of cre-

dentials that is received by the distributed system. The

secure package is accessed to enable the facility for

checking credentials to determine whether the principal

is authorized to connectto the distributed system. Where

the principal is not authorized to connect to the distrib-

uted system, the principal's request to logon is denied.

In contrast, where the principal is authorized to connect

to the distributed system, the principal's request to con-

nect is granted.

In accordance with another aspect of the present

invention, a distributed system is logically partitioned into

domains. Each user has an associated home domain.

Authorization and authentication information about a

user is encrypted to produce a block of encrypted cre-

dentials information. A digital signature is attached to the

encrypted credentials information at the home domain

for the user. The digital signature is created using a pri-

vate key for the home domain. A session key is received

from the user and is used to encrypt the digital signature

and the block of encrypted credentials information to pro-

duce a secure package. The secure package is provided

to the user to enable the user to logon to the distributed

system in a domain other than the home domain.

The digital signature may be created by using a hash

function to generate a hash value of the credentials infor-

mation. An encryption key is selected to bulk encrypt the

credentials information and then the hash value and the

selected encryption keytogether are encrypted using the

private key of the home domain. The resulting product is

the digital signature.

In accordance with an additional aspect of the

present invention, the method is practiced at a distributed

system that has a facility for verifying and validating the

credentials information. A portable computer is provided

with a secure package that holds the credentials infor-

mation for the computer. The portable computer is

required to present the secure package when it wishes

to connect to the distributed system in a domain other

than its home domain. A facility for verifying and validat-

ing the credentials information examines the credentials

contained within the secure package to determine

whetherthe computer is authorized to connect to the dis-

tributed system. If the portable computer is authenti-

cated, it is permitted to connect to the distributed system.

On the other hand, where the portable computer is not

authenticated, the portable computer is not allowed to

connect to the distributed system.

In accordance with yet another aspect of the present

invention, a method is practiced in the distributed system

that includes a plurality of computers and is logically par-
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titioned into domains. Each computer in the distributed

system has an associated home domain. A secure pack-

age is provided at the home domain of the computers. A
secure package holds credentials information for the

selected computer. A request is received from the 5

selected computer to connect to the distributed system

at a target domain that lies outside the home domain of

the selected computer. The secure package is received

from the selected computer and the credentials informa-

tion contained within the secure package is examined to w
determine whether the selected computer is authorized

to be connected to the distributed system at the target

domain.

In accordance with a further aspect of the present

invention, a user is provided first with an option of logging is

on to the distributed system interactively. In this first

option, a certificate of credentials is not required. The

user is also provided with a second option of logging on

to the distributed system wherein a certificate of creden-

tials is required. When a request to logon using the sec- 20

ond option is received from a user, it must be

accompanied by a certificate of credentials. The certifi-

cate of credentials for the user is examined to determine

whether the user has sufficient credentials to be permit-

ted to logon. Where it is determined that the user has 25

sufficient credentials, the user is permitted to logon. On
the other hand, where it is determined that the user lacks

sufficient credentials, the user is prohibited from logging

on.

In accordance with a still further aspect of the 30

present invention, a secure certificate of credentials is

provided to a user to allow the user to logon to the dis-

tributed system outside of the associated home domain

for the user. A start time is established for the certificate

of credentials that determines when this certificate 35

becomes valid. A time of expiration is established for the

certificate of credentials. Once the time of expiration has

passed, the user cannot logon using the expired certifi-

cate of credentials and any attempt by user to logon

using the certificate of credentials to the distributed sys- 40

tern is rejected by the distributed system.

In accordance with an additional aspect of the

present invention, when a request is received from a user

to receive a secure certificate of credentials that will ena-

ble the user to logon to the distributed system outside its 45

associated home domain, the user is prompted for a

password. The information indicative of the password is

encoded into the certificate of credentials before the cer-

tificate of credentials is issued to the user. The user is

required to show knowledge of the password when so

attempting to logon using the certificate of credentials.

I n accordance with yet another aspect of the present

invention, a certificate of credentials is issued to a user

to enable the user to logon to the distributed system

using the certificate of credentials to show that the user 55

has proper and sufficient credentials. It is also possible

to revoke the certificate of credentials so that the certifi-

cate of credentials may no longer be used to logon to the

distributed system.

Brief Description of the Drawings

Figure 1 is a block diagram of a distributed system

that is suitable for practicing a preferred embodiment of

the present invention.

Figure 2A is a diagram illustrating the contents of a

logon certificate in accordance with the preferred

embodiment of the present invention.

Figure 2B is a diagram illustrating in more detail the

contents of the digitally signed and sealed certificate of

Figure 2A.

Hgure 3 is a flow chart illustrating the steps per-

formed to obtain and use logon certificates in the pre-

ferred embodiment of the present invention.

Figure 4A is a flow chart illustrating the steps that

are performed for a user to logon to the distributed sys-

tem using a logon certificate in accordance with the pre-

ferred embodiment of the present invention.

Figure 4B is a block diagram illustrating the interac-

tion between major components of the distributed sys-

tem during a logon in accordance with the preferred

embodiment of the present invention.

Detailed Description of the Invention

The preferred embodiment of the present invention

provides a secure and efficient approach for supporting

roaming users and roaming machines in a distributed

system environment. In particular, the preferred embod-

iment of the present invention issues secure logon cer-

tificates to users/machines which may be later presented

to the distributed system at locations other than the home

domains of the users/machines to enable connection to

the distributed system. The logon certificates encapsu-

late credentials information for the users/machines.

Since each user/machine carries the credentials directly

to the desired connection point i.e. the domain, the cre-

dentials information held in the logon certificate need not

be replicated throughout the distributed system and

there is no need to establish a direct connection back to

the domain controller of the home domain. Moreover, the

logon certificates provide a convenient vehicle for con-

trolling access to the system. Logon certificates are rev-

ocable and expire after a predetermined period of time.

Further, encryption techniques are applied to contents

of the logon certificate to ensure that the contents are

secure.

Figure 1 is a block diagram of a distributed system

100 that is suitable for practicing the preferred embodi-

ment of the present invention. Those skilled in the art will

appreciate that the configuration shown in Figure 1 is

merely illustrative and that the present invention may be

practiced in other distributed system configurations. The

distributed system 100 of Figure 1 includes workstations

1 01 ,
input/output (I/O) devices 1 02, network servers 103

and secondary storage devices 104. In addition, the dis-

tributed system 100 includes domain controllers 106

(which will be described in more detail below).

45

50
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The distributed system 100 is logically partitioned

into domains 108A, 108B and 108C. Each domain 108A,

108B and 108C is a self-sufficient collection of resources

that is viewed as a single entity for purposes of adminis-

tration, naming and security. Each domain implements s

its own administrative and security policies. Domains are

provided to facilitate scaling and encapsulation of

resources into logical units within the distributed system.

Although the preferred embodiment of the present

invention utilizes domains, those skilled in the art will, 10

nevertheless, appreciate that domains are not a neces-

sary component for practicing the present invention. The

present invention may be practiced in environments that

do not utilize domains.

Each domain 1 08A, 1 08B and 108C includes at least 15

one domain controller 106. More than one domain con-

troller 106 may be provided within a domain so as to

enhance the availability of domain controller resources.

Each domain controller 1 06 serves as a centralized loca-

tion for storing knowledge about the namespace of the 20

distributed system 100. Among the components

included within each domain controller 106 are an

authorization service (AS) 107 and an authentication

service, known as the key distribution center (KDC) 109.

TheAS 1 07 is a service that controls authorization rights 25

that are provided to clients and validates requests to gain

access to servers. A client, in this context, is a process

that makes use of a network service on behalf of a user.

The KDC 109 acts as an authentication service in that it

authenticates the identities of principals. A principal is a 30

uniquely named client or server instance. A server is a

principal that provides a resource to clients. The AS 1 07

and KDC 109 work in conjunction to perform authoriza-

tion and authentication respectively when a user wishes

to logon to the system 100 and use its resources. 35

It is helpful to first look at the authentication per-

formed during a logon. For each user/machine, the

user/machine engages in an authentication protocol,

such as the Kerberos, version 5, release 5 protocol

developed by the Massachusetts Institute of Technology, 40

which will be described in more detail below. For the

present invention, we are concerned solely with the

authentication that is performed when a user/machine

seeks to connect to the system outside its home domain.

Through this protocol, usersand machines exhibit knowl- 45

edge of shared secrets that serve as credentials that ver-

ify the identity of the user/machine.

Each domain controller 1 06 holds information about

users and machines for which the domain is the home

domain. The domain controller 106 of a domain holds so

both the authentication credentials and authorization

information for each of its users and machines. Logon

certificates provide a vehicle to demonstrate that the

user/machine has sufficient credentials to connect to the

non-home domain without contacting the home domain. 55

Thus, a user/machine may freely roam the distributed

system and connect to all domains where such connec-

tion is authorized. This approach, however, does not

85A1 4

require replication of the credentials throughout the dis-

tributed system, as required by conventional systems.

The logon certificates may be created in part

through the use of encryption mechanisms. In particular,

the logon certificates may be made secure by using an

asymmetric encryption strategy wherein a public key and

a private key pair is utilized to encrypt portions of the

logon certificates. A noteworthy characteristic of an

asymmetric encryption scheme is that it allows different

keys for encryption and decryption unlike symmetric

encryption systems that use the same key for both

encryption and encryption. These keys are referred to as

public and private key pair. Each domain has an associ-

ated key pair that includes a public key and a private key

that are used in encryption as will be described in more

detail below. The public key is published exclusively to

domain controllers 1 06 in other domains through a loca-

tion and distribution protocol provided by the KDC 109

. of the domain controller 1 06. The publication occurs dur-

ing domain installation without user involvement. Thus,

for instance, a domain controller 106 in domain 108A

publishes its public key to domain controllers 106 in

domains 108B and 108C. So as to enhance the integrity

of the system, the public keys are only published to the

domain controllers 1 06 in other domains and not to other

entities. Hence, the public keys are not made entirely

public knowledge. The private key, in contrast, is kept

secret within the domain controller 106 of the domain.

Figure 2A is a block diagram showing the compo-

nents of a logon certificate 1 10. A logon certificate 110

is a sealed packet that includes a digitally signed and

sealed certificate of credentials 1 18, a session key 120

and, optionally, user or machine specific data 122. The

logon certificate 110 also contains information such as

the time the logon certificate was issued, thetime of expi-

ration of the logon certificate and the time at which the

logon certificate becomes valid (i.e., start time).

The digitally signed and sealed certificate 118

includes at least (as shown in Figure 2B) a privileged

attribute certificate (PAC) 124 and another copy of the

session key 126. The PAC 124 encapsulates authoriza-

tion information for a user or machine. For instance, a

user's security ID and the security ID of all the groups of

which the user is a member are included in the PAC for

a user, along with other authorization information, such

as the user's privileges and the like. Only authentication

information for a machine is encapsulated in a logon cer-

tificate for the machine. In the preferred embodiment of

the present invention, the digitally signed and sealed cer-

tificate 1 1 8 is created by initially generating a hash of the

contents to be included within the digitally signed and

sealed certificate. A one-way hash function, such as the

MD5 hash function proposed by Ron Rivest, is used to

generate the hash of the contents of the digitally signed

and sealed certificate 118. A random encryption key is

then selected and the data to be included in the certifi-

cate 1 18 is encrypted using the randomly selected key

using a bulk encryption algorithm like the RC4 encryption

algorithm proposed by Ron Rivest. Lastly, a digital sig-
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nature is created by encrypting the pair of the hash and

the encryption key together by the domain's private key

for the domain issuing the certificate using an asymmet-

ric encryption algorithm like the RSA encryption algo-

rithm. Note that use of MD5, RC4, and RSA is not a

requisite to practicing this invention and comparable

algorithms may be substituted for these algorithms.

The session key 1 26 is a dynamically generated key

that is particular to a given communications session. The

session key may be used to encrypt communications

during a session between a client and a server, such as

between a user's machine and the KDC 109.

The logon certificate 1 1 0 that includes a session key,

a digital signature, a sealed certificate of credentials, and

other information, like issuing domain, etc., is sealed by

further encrypting it with a user-supplied password. The

domain where the logon certificate 1 10 is later used will

have been a recipient of the public decryption key that

was distributed. If this domain has been configured to

accept certificates from the issuing domain, it will decrypt

the logon certificate in order to recover its contents.

Those skilled in the art will appreciate that the con-

tents of the logon certificate 110 may include additional

information or different information from that shown in

Figures 2A and 2B. The information depicted in Figures

2A and 2B constitutes what is included in the preferred

embodiment of the present invention and is not intended

as a limitation of the scope of the present invention as

defined in the appended claims.

Figure 3 is a flow chart illustrating the basic steps

involved in using the logon certificates in the preferred

embodiment of the present invention. The sequence of

steps is intended to merely be illustrative, and the steps

may be performed in a different order. Moreover, all the

steps need not be performed to practice the present

invention.

Every time a machine is booted in its home domain

it obtains a logon certificate 1 10 from the domain con-

troller of its home domain that certifies the identity of the

machine (step 128). The certificate is obtained and

issued if and only if machine was able to authenticate

itself to the distributed system. The machine can later

submit the logon certificate 1 10 to the domain controller

106 of another domain to which it is being connected

when the machine boots. Similarly, every time a user logs

on in his home domain, he obtains a logon certificate 1 1

0

from the domain controller 106 (step 130 in Figure 3).

Again, the certificate is issued if and only if the user was

able to authenticate himself to the distributed system.

The logon certificate 1 1 0 may then later be used to logon

at a site in a different domain. The non-home domain to

which the user is permitted to logon using the logon cer-

tificate 1 1 0 is known as the "connection domain" and pro-

vides connectivity services to the user.

A user may request to download the logon certificate

110 onto a removal storage media, such as a floppy dis-

kette. When the user requests to download a logon cer-

tificate 110 onto such a removable storage media, he is

prompted to supply a password. A one-way hash func-

tion is used to hash this password, which is then used to

generate an encryption key, which in turn is used to fur-

ther encrypt the logon certificate. This password is

required to prevent any third party that is in possession

5 of a logon certificate on a removable storage media from

fraudulently logging on as the user to whom the logon

certificate was issued.

Once the machine and user have received logon

certificates 110, typically, the user tries to boot the

10 machine at a remote domain within the distributed sys-

tem 100. During the boot of the machine at the remote

domain, the machine submits the logon certificate 110

to the distributed system 1 00 to identify itself and to verify

that the machine is authorized to be connected to the

15 distributed system (step 132 in Figure 3). If the machine

submits the proper credentials, the machine is then con-

nected to the distributed system 1 1 0 (step 1 34). The user

may then logon to the distributed system. As part of the

logon process (as will be described in more detail below)

,

20 the user submits the logon certificate 110 (step 136). If

the logon certificate 110 indicates that the user is an

authorized user, the user is permitted to logon and use

the distributed system (step 138).

It should be appreciated that the steps shown in the

25 flow chart of Figure 3 are for an instance wherein the

user is carrying a portable machine for logging on at a

remote domain. There may be instances wherein the

user, instead, utilizes a machine that is already con-

nected to the distributed system 1 00 at a remote domain.

30 In such an instance, the user may be required to present

a logon certificate 110 to logon at the remote domain,

but there may be no logon certificate on the machine the

user is using. Alternatively, there may be instances

wherein a portable computer is used by a user at his

35 home domain. In such an instance, the portable compu-

ter may present a logon certificate 1 10 to get connected

to the distributed system 100 but the user need not

present such a logon certificate.

In order to understand how the logon certificates 1 1

0

40 are used in logging on to the distributed system 100, it

is helpful to review some of the fundamentals of the Ker-

beros protocol. Kerberos uses "tickets" to regulate

access by clients to servers. A ticket is a data structure,

such as a record, that holds data like the target server

45 name, client name and authorization data, that helps a

client to authenticate itself to a server. The ticket allows

a client to receive service from a server.

An authenticator is a data structure that includes the

client's name, time stamp, and may also include an

so optional session key. The authenticator includes data

that is encrypted in the session key. This data evidences

that the sender knows the session key. Further, the time

stamp helps to minimize the time period in which an

eavesdropper may use a copied ticket and authenticator

55 pair.

In Kerberos, session keys are used to verify the cre-

dentials of clients and may also be used to encrypt mes-

sages between two parties (e.g., a client and a server)

during a given communication session. When the com-
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rnunication session ends, the session key is destroyed.

The session key is shared only between the two parties

that utilize it.

Kerberos maintains an authentication database that

correlates clients, such as users, with their associated

secret keys. As was mentioned above, a secret key is

typically an encrypted password or is derived from one

using a pre-specified algorithm. This authentication

database is utilized to retrieve the secret keys of the cli-

ents as needed during execution of the protocol.

As mentioned above, logon certificates 1 1 0 are used

when a user attempts to logon to the distributed system

100. Figure 4A shows a flow chart of the steps that are

performed in such an instance. The steps of the flow

chart of Figure 4A will be described below in conjunction

with the block diagram of the system components shown

in Figure 4B (which depicts the major components that

play a role in authorizing and authenticating the user).

When a roaming user attempts to logon, he is presented

with a logon menu that includes an option to "logon via

certificate." The logon menu is provided as part of a local

logon process that serves as a client for the user. If the

user selects this option, he may wish to logon utilizing a

logon certificate 110 carried on a removable storage

media, such as a floppy diskette or use the logon certif-

icate stored on the machine he is attempting to logon

from. Thus, in step 140. it is determined whether the user

is logging on using a certificate on a removable storage

media or a certificate stored in the user's machine for the

user. If the user decides to logon using a logon certificate

1 10 that is contained on a removable storage media, the

user must provide the downloading password that he

was required to enter when downloading the certificate

onto the removable storage media and the system veri-

fies that this is the correct downloading password (step

142). Failure to supply the correct downloading pass-

word will preventthe user from using the logon certificate

110 stored on the removable storage media. If the user

wishes to use the logon certificate stored on the machine

(most likely the portable computer the user uses often),

then he must supply his normal logon password.

In either case the logon process uses this password

to generate an encryption key using a prespecified and

fixed algorithm. It then uses this key to decrypt the logon

certificate retrieved from either the removable storage

media or the machine itself. The client thus obtains an

encrypted session key that was stored in the encrypted

logon certificate and is also stored in the encrypted block

of credentials. The client will use this encrypted session

key exactly in the way it would use the key derived from

the user-supplied password in case of a normal logon

sequence without using logon certificate.

The system initiates an authentication exchange by

prompting the user for the user's name and password

(step 1 44). The logon process then sends a request for

a ticket granting ticket (TGT) to KDC 109, which runs on

a domain controller 106 in the local domain (step 146)

.

The logon certificate 1 10 is sent along with the request

for TGT The request for the TGT is represented by arrow

1 68 in Figure 4B. The KDC 1 09 determines that the logon

request is by a user in some other domain and then looks

up the public key associated with the domain specified

in the logon certificate. It uses this public key to unseal

5 the certificate of credentials and verify that the certificate

was indeed issued by the domain named in the un-

encrypted part of the logon certificate 1 10 and that the

logon certificate is valid (i.e. it has not expired) and that

the current time is past the start time held in the certif i-

w cate. The KDC 1 09 also obtains the encrypted session

key from the sealed certificate of credentials 118 and

uses it exactly in the same way as it would have used the

encryption key derived from the one way hash of user's

password stored in its database for the users it has

15 entries for in its authentication database. Once the KDC

1 09 has verified the authenticity of the certificate 1 1 8 by

verifying the digital signature and concluded that the cer-

tificate is valid (step 148), the KDC 109 then sends aTGT

and a new session key (to be used in further communi-

20 cations) that has been encrypted by the session key

obtained from the sealed certificate, to the client 166

(step 150) as represented by arrow 170.

The client 166 decrypts the new session key sent by

the KDC(since the client is in possession of the session

25 key from decrypting the logon certificate as described

above) and saves the new session key for future use

(step 152). The client 166 then initiates a request for a

credentials ticket granting ticket (CTGT) by asking the

KDC 109 for a service ticket to the AS 107 (step 154).

30 The CTGT is used to obtain tickets to servers that requi re

the client to provide authorization information. This

request is represented by arrow 172 in Figure 4B. The

request includes the TGT that was received earlier from

the KDC 109.

35 The KDC 109 receives the request from the client

166 and responds to the request by returning a ticket for

the AS 107 to the client 166 that includes the digitally

signed and sealed certificate 1 18 (step 156). The send-

ing of the ticket to the AS 107 is represented by arrow

40 174 in Figure 4B.

The client 1 66 then requests a PAC from the AS 1 07.

This PAC will eventually be incorporated into the CTGT
that is ultimately issued to the client 1 66 (step 1 58). The

request is represented by arrow 1 76 in Figure 4B. The

45 AS 1 07 normally accesses an authorization database to

obtain authorization information. However, in the present

instance, since the user is logging on using a logon cer-

tificate, the user is outside his home domain, and thus,

the authorization database holds no information about

so the user. Thus, to provide the PAC. the AS 1 07 uses the

domain's public key to decrypt the digital signature and

thus, obtains the symmetric key used for encrypting the

certificate of credentials and the hash value of its con-

tents. The AS 107 decrypts the certificate of credentials

55 and recomputes the hash of decrypted contents and that

must match the hash value obtained from the digital sig-

nature. Having verified this and also ascertaining the

validity of other aspects of certificate, the AS 107 pre-

pares a PAC from the contents of the digitally signed and
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sealed certificate 1 18 in the ticket to craft user's rights

and privileges. The AS 107 also marks this PAC as the

one generated via logon certificate, a fact that can be

used by the local security policy of the target domain.

Those skilled in the art will appreciate the fact that the 5

AS 107 can augment the contents of the PAC with addi-

tional privileges or restrictions. It then seals the PAC with

the secret key that it shares with the KDC before return-

ing it to the client. The PAC is sealed by encrypting it with

the secret key of the KDC 1 09 so that the client cannot 70

access it. The AS 107 returns the sealed PAC (note

arrow 178 in Figure 4B) to the client 166 (step 160).

The client 166 sends a message to the KDC 109,

along with the sealed PAC (note arrow 180 in Figure 4B)

to get a CTGT from the KDC (step 1 62). The KDC 1 09 15

generates the CTGT so as to include the PAC and for-

wards (note arrow 182 in Figure 4B) the CTGT to the

client (step 148). The CTGT contains the IDs for the user,

the privileges of the user, group memberships of the

user, and is sealed by encryption using the secret key of 20

the PS. At this juncture, the user appears as if he had an

account in the domain to which he is connected. If the

user wishes to access a server, he may use his TGT or

CTGT
When a machine is initially booted and is connected 25

to the distributed system 1 00, the above steps beginning

with step 1 29 are repeated. The machine takes the place

of the user in these steps. Thus, the machine may be

validated as a proper machine to be part of the distrib-

uted system 100.

As mentioned above, logon certificates 1 10 are both

revocable and expirable. As to the expirable nature of the

logon certificates 110, each certificate includes a start

time at which it becomes valid and an expiration time at

which it becomes invalid. In order for a logon certificate

1 1 0 to be valid, the start time of the logon certificate must

have already been reached and the expiration time of the

logon certificate 110 must not yet have been reached.

A logon certificate 110 is revocable and may be

explicitly revoked. When an account is inactivated or an

administrator instructs the system to revoke logon certif-

icates 110, the domain controller 106 of the issuing

domain circulates a message that lists all user IDs having

their logon certificates revoked. This message is signed

by the private key of the issuing domain. Other domain

controllers 106 utilize this message to determine which

parties requesting logon have sufficient credentials. In

some instance, it may be necessary for a domain to

change its public and private keys and propagate the

new public and private key to other domain controllers

106. As a result, the existing logon certificates 110

issued by the domain are no longer valid.

It should be appreciated that each domain controller

106 can mark certain resources within the domain that

are to be accessible to visitors that logon via logon cer-

tificates 1 10. A special account may be provided within

the namespace of the domain to handle such visitors.

While the present invention has been described with

reference to a preferred embodiment thereof, those

skilled in the art will appreciate that various changes in

form and detail may be made without departing from the

spirit and the scope of the present invention is defined in

the appended claims.

Claims

1 . In a distributed system having a facility for checking

credentials information to authenticate principals

and provide with authorization data, a method com-

prising the steps of:

providing a principal with a secure package

holding credentials information for the client;

receiving a principal request to connect to the

distributed system;

accessing the secure package to enable the

facility for checking credentials information to deter-

mine whether the principal is authorized and authen-

ticated to be connected to the distributed system;

where the principal is not authorized or not

authenticated to logon to the distributed system,

denying the client request to be connected to the dis-

tributed system; and

where the principal is authorized and authen-

ticated to logon to the distributed system, granting

the client request to be connected to the distributed

system.

2. The method of claim 1 wherein the principal is a

30 user.

3. The method of claim 1 wherein the principal is a port-

able computer.

35 4. The method of claim 1 wherein the distributed sys-

tem includes a portable computer having memory

and the step of providing the client with the secure

package holding credentials information for the cli-

ent further comprises the step of loading the secure

40 package holding credentials information for the prin-

cipal into the memory of the portable computer.

5. The method of claim 1 wherein the step of providing

the principal with the secure package holding cre-

45 dentials information for the principal further com-

prises the step of storing the secure package on a

portable storage medium.

6. The method of claim 5 wherein the portable storage

50 medium is a floppy disk and the step of storing the

secure package on the portable storage medium

comprises the step of storing the secure package on

the floppy disk.

55 7. The method of claim 1 wherein the step of providing

the principal with the secure package holding cre-

dentials information for the principal comprises the

step of providing the principal with an encrypted
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package holding credentials information for the prin-

cipal.

8. The method of claim 1 wherein the step of providing

the principal with the secure package holding ere- s

dentials information for the principal comprises the

step of providing a digitally signed and sealed pack-

age holding credentials information for the user.

9. In a distributed system, a method comprising the 10

steps of:

providing an encrypted package to a user

holding credentials data for the user; and

requiring the user to present the encrypted

package to logon to the distributed system. is

10. In a distributed system logically partitioned into

domains, wherein each user has an associated

home domain, a method comprising the steps of:

providing a user with a secure package hold- 20

ing credentials information for the user;

receiving a user request to logon to the dis-

tributed system in a domain other than the associ-

ated home domain of the user;

accessing the secure package to examine 2s

the credentials information for the user; and

based on the credentials information for the

user, deciding whether to allow the user to logon or

not.

30

1 1 . The method of claim 10 wherein the distributed sys-

tem includes a portable computer having memory

and the step of providing the user with the secure

package holding credentials information for the user

comprises the step of loading the secure package 35

holding credentials information for the user into the

memory of the portable computer.

1 2. The method of claim 1 0 wherein the step of providing

the user with the secure package holding credentials 40

information for the user further comprises the step

of storing the secure package on a portable storage

medium.

13. The method of claim 12 wherein the portable stor- as

age medium is a floppy disk and the step of storing

the secure package on the portable storage medium

comprises the step of storing the secure package on

the floppy disk.

50

14. The method of claim 1 0 wherein the step of providing

the user with the secure package holding credentials

information for the user comprises the step of pro-

viding the user with an encrypted package holding

credentials information for the user. 55

1 5. The method of claim 1 0 wherein the step of providing

the user with the secure package holding credentials

information for the user comprises the step of pro-

viding a digitally signed and sealed package holding

credentials information for the user.

16. In a distributed system having a facility for checking

credentials information, a method comprising the

steps of:

providing a portable computer with a secure

package holding credentials information for the port-

able computer;

requiring the portable computer to present

the secure package when it wishes to connect to the

distributed system;

examining the credentials information con-

tained within the secure package by the facility for

checking credentials information to determine

whether the computer is authorized to connect to the

distributed system, wherein the portable computer

is authorized to connect to the distributed system,

allowing the portable computer to connect to the dis-

tributed system; and

wherein the portable computer is not author-

ized to correct to the distributed system, not allowing

the portable computer to connect to the distributed

system.

17. In a distributed system that is logically partitioned

into domains and having a plurality of computers,

wherein each computer in the distributed system

has an associated home domain, a method compris-

ing the steps of:

providing a secure package at the home

domain to selected computers, said secure package

holding credentials information for the selected com-

puter;

receiving a request from the selected compu-

ter to connect to the distributed system at a target

domain other than the home domain of the selected

computer; and

examining the credentials information con-

tained in the secure package to determine whether

the selected computer is authorized to be connected

to the distributed system at the target domain.

18. In a distributed system logically partitioned into

domains and each user having an associated home

domain, a method comprising the steps of:

encrypting credentials about a user to pro-

duce a block of encrypted credentials information;

attaching a digital signature to the block of

encrypted credentials information at the home
domain for the user using a private key for the home

domain;

receiving a session key from the user;

encrypting the digital signature and the block

of encrypted credentials information to produce a

secure package;

providing the secure package to the user to

enable the user to logon to the distributed system in

a domain other than the home domain.
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19. The method of claim 1 8 wherein the step of attaching

the digital signature to the block of encrypted cre-

dentials information further comprises the steps of:

using a hash function to generate a hash

value of the credentials information; and other data 5

like expiration time,

selecting an encryption key;

encrypting the hash value and selected

encryption key using the domain's private key to pro-

duce the digital signature. 70

20. The method of claim 1 8 wherein the distributed sys-

tem includes a portable computer having memory

and wherein the step of providing the secure pack-

age to the user comprises the step of storing the is

secure package in the memory of the portable com-

puter.

21 . The method of claim 1 8 wherein the step of providing

the secure package to the user comprises the step 20

of storing the secure package on a portable storage

medium.

22. The method of claim 21 wherein the portable stor-

age medium is a floppy disk and wherein the step of 25

storing the secure package on the portable storage

medium comprises storing the secure package on

the floppy disk.

23. The method of claim 18 wherein each domain 30

includes a domain controller for overseeing admin-

istration and security for the domain and wherein the

step of encrypting credentials information about the

user is performed using an encryption key that is

unique to the home domain. 35

24. The method of claim 23, further comprising the step

of distributing the public key of the user's home
domain only to other domain controllers for use in

decrypting the block of encrypted credentials infer- 40

mation.

ficient credentials, prohibiting the user from logging

on.

26. In a distributed system logically partitioned into

domains wherein each user has an associated

home domain, a method comprising the steps of:

providing a secure certificate of credentials

to a user to allow the user to logon to the distributed

system outside of the associated home domain of

the user;

establishing a time of expiration for the certif-

icate of credentials; and

after the time of expiration has passed, pro-

hibiting the user from using the certificate of creden-

tials to logon to a distributed system.

27. In a distributed system logically partitioned into

domains wherein each user has an associated

home domain, a method comprising the steps of:

receiving a request from a user to receive a

secure certificate of credentials that will enable the

user to logon to the distributed system outside the

associated home domain of the user;

prompting the user for a password;

encoding information indicative of the pass-

word in the certificate of credentials;

issuing the certificate of credentials to the

user; and

requiring the user to show knowledge of the

password when attempting to logon using the certif-

icate of credentials.

28. In a distributed system, a method comprising the

steps of:

issuing a certificate of credentials to a user to

enable the user to logon to the distributed system

using the certificate of credentials to show that the

user has sufficient credentials;

revoking the certificate of credentials so that

the certificate of credentials may no longer be used

to logon to the distributed system.

35

40

25. In a distributed system, a method comprising the

steps of:

providing a user with a first option of logging

on to the distributed system wherein a certificate of

credentials is required;

providing a user with a second option of log-

ging on to the distributed system wherein a certifi-

cate of credentials is not required;

receiving a user request to logon using the

first option;

examining the certificate of credentials to

determine whether the user has sufficient creden-

tials to be permitted to logon;

where it is determined that the user has suf-

ficient credentials, permitting the user to logon; and

where it is determined that the user lacks suf-

29. A distributed system partitioned into domains

wherein each user has an associated home domain,

45 each domain comprising

:

a certificate issuing facility for issuing secure

certificates of credentials to users for whom the

domain is the home domain;

an authorization and authentication facility for

so determining whether a user is permitted to logon to

the domain, said authorization and authentication

facility comprising:

a certificate examiner for examining certifi-

cates of credentials of users to determine whether

55 the users are permitted to logon to the domain and

using any authorization information in the certificate

of credentials to establish rights and privileges for

the user.
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30. The distributed system of claim 29, further compris-

ing a portable computer having a memory for storing

a certificate of credentials for a user.

31 . The distributed system of claim 29, further compris- s

ing a revocation facility for revoking certificates of

credentials for users.

32. The distributed system of claim 29 wherein the cer-

tificate issuing facility further comprises an encryp- 10

tion facility for encrypting credentials held in the

certificates of credentials.

33. The distributed system of claim 29 wherein the cer-

tificate issuing facility further comprises a digital sig- 15

nature facility for incorporating a digital signature

into each certificate of credentials.

20
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