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LOCATION POSITIONING IN WIRELESS NETWORKS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present invention is related to co-pending and commonly assigned

United States patent application serial number 10/274,834 entitled "Systems and Methods for

Managing Wireless Communications Using Link Space Information," filed October 21, 2002,

the disclosure ofwhich is hereby incorporated herein by reference.

TECHNICAL FIELD

[0002] The present invention is directed toward wireless communications and,

more particularly, to location positioning of wireless devices.

BACKGROUND OF THE INVENTION

[0003] It is sometimes desirable to locate the position of a station operable within a

wireless, e.g., radio frequency (RF), network. For example, the United States Federal

Communications Commission (FCC) has decreed that cellular telephone systems must

implement systems to provide mobile telephone position information for use in emergency

response, e.g., enhanced 91 1 (E91 1) emergency response. Additionally, the use of global

positioning system (GPS) receivers, which operate in conjunction with a network of middle earth

orbit satellites orbiting the Earth to determine the receiver's position, has almost become

ubiquitous in navigational applications.

[0004] In order to estimate a station's location, a system typically measures a

metric that is a function of distance. The measured metric is often signal strength, which decays

logarithmically with distance in free space. Time information, such as time of arrival of a signal

or time difference of arrival of a signal at diverse antennas, may be utilized as a measured metric

from which distance information may be determined. Typically, several reference points are

used with distance information derived from the measured metric in estimating location.

[0005] In the aforementioned GPS network, for example, the reference points are

the satellites and the measured metric is the time of arrival of the satellite signal to the GPS

receiver. The time of arrival of the satellite signal is typically directly proportional to the

distance between the satellite and the GPS receiver due to a clear line of sight between the GPS
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receiver and satellite. By measuring the time of arrival associated with three satellites, a GPS

receiver can calculate the longitude and latitude of the GPS receiver. By using time of arrival

information with respect to a fourth satellites, a GPS receiver can also determine altitude.

[0006] In the aforementioned cellular networks, techniques including signal

strength measurements and/or time difference of arrival have been implemented for location

determination. For example, United States patent number 6,195,556, the disclosure ofwhich is

incorporated herein by reference, teaches the use of signal strength measurements in combination

with the time difference of arrival of a station's signal in determining the location of the station.

Additionally, patent number 6,195,556 teaches the use ofmapping of received signal

characteristics associated with particular positions (e.g., receive "signature" associated with each

of a plurality of remote station locations) for use in determining a station's location. In the case

of the aforementioned cellular network the base transceiver stations (BTSs) are generally relied

upon as the reference points from which distance determinations are made.

[0007] Wireless local area network (WLAN) location determination systems have

been implemented by capturing or mapping the fingerprint (e.g., signal strength, multipath

characteristics, etcetera) of wireless access points (APs) at particular points in the service area.

These location fingerprints are measured off-line, such as when a network is being deployed, and

are stored in a database for later comparison to the wireless signal environment as experienced

by a remote station. By comparing the measured fingerprint at the current location of a remote

station to the entries in the database, a nearest match may be returned as the estimated location.

[0008] The above techniques for determining station location have numerous

disadvantages associated therewith. For example, the time of arrival techniques of the

aforementioned GPS system rely upon highly complex and costly satellites, which include

atomic clock mechanisms etcetera, to provide accurate time information. Furthermore, the

proper operation of a GPS receiver requires clear line of sight to three satellites, which is often

not possible in topologically complex environments, such as densely built out urban areas and

indoor environments. It is well known that GPS receivers are not well suited for use indoors or

even in the cabin of a boat or other vessel, unless the enclosure is constructed of suitable RF

permeable material or the GPS receiver antenna is disposed external thereto. Of course,

disposing the GPS receiver antenna externally may not be desirable as the location of the antenna

and not the GPS receiver itselfwould be determined.

25308023.1

2



Docket No.: 64032/P008US/10307656

[0009] Topologically complex environments generally provide an environment in

which the wireless channel is very noisy and wireless signals suffer from reflection, diffraction,

and multipath effects. Such environments result in the received signal strength often no longer

providing a direct correspondence to distance, although the attenuation of such a signal in free

space is predictable with respect to propagation distance. For example, the signal strength, as

measured by a network node, of signals from two stations disposed in such a topologically

complex environment an equal distance from the network node, may appear to be a random

value. That is, although the same transmit-receive distance to the node is present with respect to

both such stations, the receive signal strength as measured by the node for each station may be

substantially different due to the characteristics of wireless propagation channel.

[0010] The aforementioned mapping or fingerprinting techniques utilized with

respect to WLANs may generally be relied upon to address variations in wireless propagation.

However, the time and expense involved in setting up such a fingerprint database is typically

significant. Moreover, implementation of such a technique involves the modification and

cooperation of the remote stations for the measurement and comparison of such data.

BRIEF SUMMARY OF THE INVENTION

[0011] The present invention is directed to systems and methods which provide for

location positioning in wireless networks, such as WLANs, wireless metropolitan area networks

(WMANs), cellular networks, RF point-to-multipoint broadband networks, satellite

communication networks, etcetera, using techniques which are adapted to provide reliable

location determinations even in complex topological environments, including indoor '

environments and densely built out metropolitan environments. Preferred embodiments of the

present invention utilize multiple antenna patterns, such as may be provided using phased array

antennas, in providing location positioning. Location positioning systems according to

embodiments of the present invention are particularly well suited for complex topological

environments, such as indoor environments, where traditional techniques, such as GPS, fail to

work or require specialized hardware.

[0012] Embodiments of the present invention implement location positioning

techniques which do not require alteration of remote stations, e.g., personal computers (PCs)

(including laptop and notebook computers), personal digital assistants (PDAs), cellular
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telephones, vehicles, electronic equipment, etcetera, and/or which do not require the deployment

of specialized or additional hardware components. Further, embodiments of the present

invention provide for location positioning without the need for pre-deployment measurement

link attributes mapping with respect to particular positions.

[0013] According to an embodiment of the present invention, a location

determination/tracking system locates wireless PDAs, laptops, and other 802.1 1 -enabled devices

in an 802.1 1 WLAN. Such a determination/tracking system preferably utilizes the popular

802.1 1 WLAN and commercially available infrastructure to determine the user location without

requiring extra hardware to be deployed for location positioning. Moreover, preferred

embodiments of such a determination/tracking system do not require alteration or special

programming of the aforementioned wireless PDAs, laptops, and other 802.1 1 -enabled devices.

[0014] For example, embodiments of the present invention may utilize wireless

fidelity (Wi-Fi) infrastructure in which access points (APs) are provided with phased array

antennas, such as 2.4 GHz Wi-Fi switches available from Vivato, Inc., San Francisco, California.

Logic coupled to the wireless network, such as disposed in a node, server, or other system

thereof or deployed as a processor based system (e.g., personal computer) coupled thereto, may

operate to analyze metrics, such as link attributes or other metrics associated with multiple

antenna patterns, available from APs of the network to determine remote system location. Such

logic, and the aforementioned location determinations, may be implemented without the

alteration or cooperation of the remote systems.

[0015] Various techniques for determining location may be implemented according

to the present invention. Embodiments of the present invention utilize a channel model

independent approach (e.g., a direction approach), a channel model based approach (e.g., a signal

strength signature approach), or combinations thereof in providing location positioning.

[0016] For example, an embodiment of the present invention utilizes a channel

model independent approach in providing location positioning in which receive signal strength

differences, of a signal associated with a remote station as received using multiple antenna

patterns, are compared to an antenna gain difference table to determine an angle in the azimuth

that a remote station is located with respect to an AP. A location determination with respect to

the remote station may be made by knowing the angle between the remote station and APs in the
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network. Additionally or alternatively, a location determination with respect to the remote

station may be made through use of a "best match" of the receive signal strength differences and

the antenna gain differences of multiple APs.

[0017] An embodiment of the present invention utilizes a channel model based

approach in providing location positioning in which a generic indoor wireless channel model is

used to create a database that contains signal strength information associated with particular

locations under each of multiple antenna patterns. Received signal strength information with

respect to a remote station may be collected by one or more AP and utilized to compare with

entries in the database for a closest match. The location information associated with a closet

match or matches may be used in a location estimate. For example, a location determination

with respect to the remote station may be made through use of a "best match
55

of the receive

signal strength signature of multiple APs.

[0018] It should be appreciated that location positioning provided according to the

present invention may be utilized in a number of applications. For example, embodiments of the

present invention may be implemented to determine locations for location-sensitive content

delivery, direction finding, person and/or asset tracking, emergency notification, network

security, network resource management and/or allocation, etcetera.

[0019] The foregoing has outlined rather broadly the features and technical

advantages of the present invention in order that the detailed description of the invention that

follows may be better understood. Additional features and advantages of the invention will be

described hereinafter which form the subject of the claims of the invention. It should be

appreciated that the conception and specific embodiment disclosed may be readily utilized as a

basis for modifying or designing other structures for carrying out the same purposes of the

present invention. It should also be realized that such equivalent constructions do not depart

from the invention as set forth in the appended claims. The novel features which are believed to

be characteristic of the invention, both as to its organization and method of operation, together

with further objects and advantages will be better understood from the following description

when considered in connection with the accompanying figures. It is to be expressly understood,

however, that each of the figures is provided for the purpose of illustration and description only

and is not intended as a definition of the limits of the present invention.

25308023.1
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BRIEF DESCRIPTION OF THE DRAWING

[0020] For a more complete understanding of the present invention, reference is

now made to the following descriptions taken in conjunction with the accompanying drawing, in

which:

[0021] FIGURE 1A shows a wireless network system into which embodiments of

the present invention may be deployed;

[0022] FIGURE IB show antenna patterns ofFIGURE 1A having gain

components in a wide azimuthal range as may be present in an actual deployment;

Y

[0023] FIGURES 2A and 2B show various multiple antenna pattern configurations

as may be utilized according to embodiments of the present invention;

[0024] FIGURE 3 shows a flow diagram setting forth steps of a preferred

embodiment algorithm for implementing a channel model independent approach to location

determination; and

[0025] FIGURE 4 shows a flow diagram setting forth steps of a preferred

embodiment algorithm for implementing a channel model based approach to location

determination.

DETAILED DESCRIPTION OF THE INVENTION

[0026] Directing attention to FIGURE 1A, an exemplary wireless network system

is shown as network 100. It should be appreciated that network 100 may comprise a portion of a

WLAN, WMAN, cellular network, satellite network, and/or the like. However, to better aid the

reader in understanding the concepts of the present invention, reference herein shall be made to

an embodiment wherein network 100 comprises a portion of a WLAN or WMAN and, therefore,

terminology consistent with such a wireless network is used. It will readily be understood by

one of skill in the art that the relevant wireless network aspects discussed herein have

corresponding structure in other wireless network configurations and, therefore, implementation

of the present invention with respect to such other wireless network configurations will readily

be understood from the disclosure herein. For example, wireless access nodes are present in

each of the foregoing wireless networks, although perhaps referenced using a different lexicon

25308023.1
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(e.g., access point (WLAN and WMAN), base transceiver station (cellular network), and

transceiver (satellite network)).

[0027] In the embodiment illustrated in FIGURE 1A, network backbone 151, such

as may comprise wireline links, optic links, and/or wireless links, couples nodes of network 100.

Specifically, processor-based system 150, such as may comprise a network server, a network

workstation, a location positioning system, or even another network, e.g., the Internet, is shown

coupled to APs 101-103 via network backbone 151. According to a preferred embodiment,

network backbone 151 provides data communication according to a standard protocol, such as

Ethernet, SONET, or the like, although proprietary protocols may be utilized if desired.

[0028] APs 101-103 of the illustrated embodiment provide RF illumination of a

service area using multiple antenna patterns. For example, APs 101-103 may implement smart

antenna configurations employing phased arrays and/or antenna beam switching to provide

multiple antenna patterns. Commercially available APs adapted to provide multiple antenna

patterns include the 2.4 GHz Wi-Fi switches available from Vivato, Inc., San Francisco,

California.

[0029] The illustrated embodiment shows a configuration in which each AP has 10

approximately 36° directional antenna patterns and one omni-directional (approximately 360p
)

antenna pattern associated therewith. Specifically, AP 101 has directional antenna patterns 110-

119 and omni-directional antenna pattern 1 1 associated therewith. Similarly, AP 102 has

directional antenna patterns 120-129 and omni-directional antenna pattern 12 associated

therewith and AP 103 has directional antenna patterns 130-139 and omni-directional antenna

pattern 1 3 associated therewith.

[0030] It should be appreciated that the directional antenna patterns of the

illustrated embodiment are disposed to provide wave fronts along different azimuthal angles,

thereby providing directional coverage throughout a portion of the service area around each

corresponding AP. However, it should also be appreciated that operation of the present

invention is not limited to the particular antenna pattern configuration represented in FIGURE

1 A. For example, an AP may be configured to provide coverage in less than a 360° radius about

the AP.

25308023.1
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[0031] As shown in FIGURE 2A, an AP might be configured to provide a

relatively wide antenna pattern covering a desired area, or portion thereof, and multiple more

narrow antenna patterns within that area. In the example ofFIGURE 2A, AP 201 is configured

to provide wide antenna pattern 21, such as may comprise an approximately 120° beam, and

narrow antenna patterns 210-213, such as may comprise approximately 30° beams. AP 201 is

not limited to providing illumination of the area shown and might, for example, implement 2

additional such multiple antenna pattern configurations centered at different azimuthal angles, to

thereby provide 360° illumination.

[0032] As shown in FIGURE 2B, an AP might be configured to provide multiple

overlapping directional antenna patterns centered at a same azimuthal angle. Specifically,

relatively wide antenna pattern 210, such as may comprise an approximately 60° beam, more

narrow antenna pattern 211, such as may comprise an approximately 36° beam, and narrow

antenna pattern 212, such as may comprise an approximately 5°, are each centered at a same

azimuthal angle with respect to AP 202. As with AP 201 discussed above, AP 202 may

implement additional such multiple antenna pattern configurations centered at different

azimuthal angles, to thereby provide desired illumination.

[0033] Irrespective of the particular antenna patterns implemented, the APs provide

information communication links with respect to remote stations disposed within the service area

of the wireless network. Referring again to FIGURE 1 A, remote station 10 is shown disposed in

antenna patterns 1 1 and 1 1 1 of AP 101, antenna patterns 12 and 124 ofAP 102, and antenna

patterns 13 and 138 ofAP 103. Any ofAPs 101-103 may be invoked to provide a wireless link

with remote station 10, thereby facilitating network communication via network backbone 151

with respect to remote station 10.

[0034] It should be appreciated that the antenna patterns illustrated in FIGURE 1

A

are highly simplified in order to more clearly convey the concepts of the present invention. For

example, rather than providing the highly directional, clearly defined beams ofFIGURE 1 A, APs
V

may provide patterns which have gain components throughout a relatively wide azimuthal range.

Directing attention to FIGURE IB, radiation patterns 111-113 ofAP 101 having a relatively

wide azimuthal range of antenna gain components are shown, as might be experienced in an

actual deployment. Accordingly, one of skill in the art will readily appreciate that a remote

station may be disposed in areas outside of where the radiation patterns of various APs are

25308023.1
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illustrated to be overlapping and yet still be in wireless communication therewith. Such gain

components associated with a number of antenna patterns in a direction of a particular remote

station enhances the ability to accurately determine positions according to embodiments of the

present invention.

[0035] Embodiments of the present invention utilize the multiple antenna pattern

aspect of one or more AP(s) in providing location positioning. Various techniques for

determining location may be implemented according to the present invention. Embodiments of

the present invention utilize a channel model independent approach, a channel model based

approach, or combinations thereof in providing location positioning.

[0036] A channel model independent approach to determining remote station

position according to embodiments of the present invention reduces the effects associated with a

complex topology environment by utilizing the aforementioned multiple radiation patterns. It is

expected that the wireless propagation effects associated with a particular location will be the

same or substantially the same under different antenna patterns. For example,

transmission/reception at a same azimuth angle for different antenna patterns will be subject to

similar wireless propagation properties associated with a particular remote station location. By

calculating the difference between received signal strengths of multiple antenna patterns, the

effects of the variations in the wireless channel are reduced, and at the same time the effects due

to propagation loss in the environment and transmit power variation among remote station are

mitigated. As the gain signature on the multiple antenna pattern enabled access nodes will be

different at different azimuth angles, the set of gain differences between patterns are also

different for different angles. Therefore, by comparing the received signal strength differences

to the antenna pattern gain differences, embodiments of the present invention are able to reveal

direction information (e.g., azimuthal angle) between wireless devices (e.g., an access node and

remote station). Accordingly, differences between received signal strengths for multiple patterns

of a particular AP should reveal the direction of the remote station with respect to the AP.

Preferred embodiment position determinations using a channel model independent approach

utilize this information in implementing a position determination technique.

[0037] Directing attention to FIGURE 3, a flow diagram setting forth steps of a

preferred embodiment algorithm for implementing a channel model independent approach to

location determination in which the aforementioned direction information is used is shown. The

25308023.1
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algorithm ofFIGURE 3 may be implemented by a processor-based system operable under

control of a set of instructions defining operation as described herein. For example, a computer

system having a central processing unit, such as a processor from the Intel PENTIUM family of

processors, memory, such as RAM, ROM, and/or disk storage, and suitable input/output

capabilities, such as a network interface, may be utilized in implementing the steps shown in

FIGURE 3. Such a processor-based system may be comprised of one or more ofAPs 101-103

and/or processor-based system 150 shown in FIGURE 1 A. For example, embodiments of the

present invention may utilize a centralized system operable to perform the steps ofFIGURE 3

with respect to a plurality ofAPs for location determination. Additionally or alternatively,

embodiments of the present invention may utilize distributed systems, preferably with some

communication capability therebetween, to perform the steps ofFIGURE 3 with respect to one

or a subset ofAPs for location determination.

[0038] Step 301 of the embodiment illustrated in FIGURE 3 builds an antenna gain

difference table (or database) including antenna gain difference information entries for each AP

having multiple antenna patterns associated therewith. The differences are preferably calculated

in logarithmic scale (e.g., in dB) where the magnitudes are subtracted to provide the

aforementioned antenna gain differences. However, other techniques for determining the

relative magnitude of two powers, or the antenna gain differences, may be used according to

embodiments of the present invention. For example, in linear scale (e.g., in Watts) the operation

is equivalent to the normalization (division) between different pairs of antenna patterns.

[0039] A preferred embodiment of the present invention utilizes the gain of a

selected AP antenna pattern, such as an omni-directional antenna pattern, as a base line for

comparison with the gain of other ones of the AP antenna patterns, such as directional antenna

patterns. In the example ofFIGURE 1 A, in building antenna gain difference table entries for AP

101, the antenna gain difference at each of a plurality of azimuthal angles between each of

antenna pattern 1 10 and antenna pattern 11, antenna pattern 111 and antenna pattern 11, antenna

pattern 112 and antenna pattern 11, antenna pattern 113 and antenna pattern 11, antenna pattern

114 and antenna pattern 11, antenna pattern 115 and antenna pattern 11, antenna pattern 1 16 and

antenna pattern 1 1 , antenna pattern 117 and antenna pattern 1 1 , antenna pattern 118 and antenna

pattern 11, and antenna pattern 119 and antenna pattern 1 1 may be calculated to provide 10

antenna gain difference entries associated with AP 101.

25308023.1
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[0040] For example, an antenna gain difference set associated with the azimuthal

angle 0° may be calculated which includes the antenna gain difference between the gain of

antenna pattern 1 10 at 0° and the gain of antenna pattern 1 1 at 0°, the gain of antenna pattern 111

at 0° and the gain of antenna pattern 1 1 at 0°, and so on through the gain of antenna pattern 1 1

9

at 0° and the gain of antenna pattern 11 at 0°. Likewise, an antenna gain difference set

associated with the azimuthal angle 1° may be calculated which includes the antenna gain

difference between the gain of antenna pattern 1 10 at 1° and the gain of antenna pattern 1 1 at 1°,

the gain of antenna pattern 1 1 1 at 1 ° and the gain of antenna pattern 1 1 at 1 °, and so on through

the gain of antenna pattern 1 19 at 1° and the gain of antenna pattern 1 1 at 1°. Such calculations

may be made with respect to each azimuth angle through 360°. Similar calculations are

preferably made with respect to other multiple antenna pattern APs, such as APs 102 and 103.

\

[0041] Embodiments of the present invention may utilize additional or alternative

antenna gain difference calculations to provide antenna gain differences useful for determining a

direction and/or position of a remote station. For example, embodiments of the invention may

utilize antenna pattern gain differences in addition to those calculated above to provide a more

robust data set suitable for providing accurate and reliable direction determinations.

Embodiments of the present invention may, for example, further calculate an antenna gain

difference between each antenna pattern of an AP with respect to the desired azimuthal angles.

In such an embodiment, the antenna gain difference at 0° between antenna pattern 110 and each

of antenna patterns 111-119 may be calculated, etcetera. Again, similar calculations, when

implemented, are preferably made with respect to other multiple antenna pattern APs, such as

APs 102 and 103.

[0042] It should be appreciated that antenna gain differences may additionally or

alternatively be calculated with respect to different combinations of antenna patterns, and

therefore are not limited to use with respect to any particular combination of antenna patterns.

However, the particular combination of antenna patterns and the particular operation

(subtraction, division, or other antenna pattern difference determination technique) for

determining the relative magnitude of two powers utilized in calculating antenna gain differences

in step 301 are also preferably utilized in determining receive signal strength differences, as

discussed below with respect to step 303.
,
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/

[0043] The antenna gain differences stored in the aforementioned antenna gain

difference table or tables may be indexed or otherwise stored in sets associated with a particular

direction. For example, the antenna gain differences calculated with respect to the antenna

patterns may be stored in association with a corresponding azimuthal angle (direction from AP

101). According to one embodiment, such antenna gain differences are calculated for angle

increments of 1° from 0° to 360°. Of course, other angular resolutions may be utilized as

desired, such as depending upon the size of the area illuminated, the expected user density, the

level of location resolution desired, etcetera.

[0044] Additionally or alternatively, the antenna gain differences stored in the

aforementioned antenna gain difference table or tables may be indexed or otherwise stored in

multiple AP antenna gain difference signature sqts associated with a particular location. For

example, the antenna gain differences calculated with respect to the antenna patterns of multiple

APs may be stored in association with a corresponding position where directional vectors of the

multiple APs associated with the antenna gain differences intersect. According to one

embodiment, a service area is divided into a number of grids, e.g., 100 grids, wherein each such

grid has associated therewith a table containing the antenna pattern differences for multiple APs

for a plurality of grid points therein. By directly comparing received signal strength differences

from multiple APs to the antenna gain difference table entries, as described hereinbelow, a best

matched grid point may be returned as a remote station estimated location.

[0045] It should be appreciated that the antenna gains utilized in building the

antenna gain difference table described above are known or knowable from the antenna and/or

beam forming characteristics of the system. For example, a particular AP may be configured to

provide particular antenna patterns, each of which will have a gain associated therewith which

may be provided by the manufacturer or relatively easily determined using formulae well known

to RF engineers. Similarly, a particular AP may be configured to utilize beam forming

coefficients in providing desired antenna patterns, from which an associated gain may be

determined using the aforementioned formulae. Accordingly, building an antenna gain

difference table or tables according to embodiments of the present invention does not require any

site measurement.

[0046] It should be appreciated that the antenna gain difference table or tables may

be stored in any number of locations on the network. For example, where a centralized

25308023.1
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configuration for determining location is used, e.g., where a centralized processor-based system

such as processor-based system 150 is utilized, to determine remote station location for each of a

plurality of APs, a table or tables storing information with respect to the antenna gain differences

of each such AP may be stored at or in communication with such a centralized processor-based

system. However, were a distributed configuration for determining location is used, e.g., where

diverse processor-based systems such as APs 101-103 and/or regionalized processor-based

systems such as a plurality ofprocessor-based system 150, are utilized to determine remote

station location for network APs, a table or tables storing information with respect to the antenna

gain differences of associated ones of the APs may be stored at or in communication with such

distributed processor-based systems.

[0047] Building an antenna gain difference table or tables as provided by step 301

ofFIGURE 3 is preferably performed when a network is initially deployed and/or when its

configuration is changed. For example, an antenna gain difference table may be modified when

APs are added or removed from the network, when the antenna pattern configuration of an AP is

changed, etcetera.

[0048] In determining the location of a remote station, an AP, such as AP 101 of

FIGURE 1 A, of the illustrated embodiment will collect information with respect to the receive

signal strength of the remote station signal as received using multiple antenna patterns, as shown

in step 302. This information is preferably sent to a processor-based system performing the

channel model independent approach algorithm. For example, where a centralized system is

utilized for location determinations, such as processor-based system 150, this information may

be communicated via network backbone 15 1 to the centralized system. However, it should be

appreciated that distributed processing may be utilized, such as by each AP independently

determining an azimuthal angle of a vector pointing from the AP to the remote station.

Accordingly, the aforementioned receive signal strength information may be processed by the

AP for location positioning, according to particular embodiments. In such a distributed

configuration, communication is preferably provided between the distributed processor-based

systems to facilitate sharing of direction information and determining a location of the remote

station from the direction information.

[0049] The channel model independent approach algorithm of the illustrated

embodiment preferably utilizes the receive signal strength information with respect to multiple
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antenna patterns of the AP to calculate signal strength differences, as shown in step 303.

Preferably, receive signal strength differences are calculated with respect to each combination of

antenna patterns for which antenna gain differences were calculated. For example, in the above

described exemplary embodiment receive signal strength differences are calculated between

receive signal strength as present in the omni-directional antenna pattern, antenna pattern 11, and

the receive signal strength as present in each of the directional antenna patterns, antenna patterns

110-119. According to alternative embodiments of the present invention, receive signal strength

differences may be calculated for subsets of the aforementioned combinations, if desired.

However, such subsets should be selected carefully in order to maintain a desired level of

accuracy and reliability with respect to location determination.

[0050] The signal strength differences calculated with respect to a particular AP are

preferably compared to the antenna gain differences for that same AP to find a best matching

antenna gain difference set, as shown in step 304. According to preferred embodiments, the

signal strength differences calculated with respect to a single or a plurality of multiple antenna

pattern APs are compared to the antenna gain differences of the table to find a best match of the

multiple AP signal strength difference signature. A best match may be determined through a

highest number of receive signal strength differences matching or closely matching

corresponding antenna gain differences. Alternatively, a best match may be determined through

a correlation function between the receive signal strength differences and corresponding antenna

gain differences. Of course, other techniques for determining a best match may be employed,

such as statistical analysis and/or use of weighted averages. The result of such a best match

operation can reveal the direction and/or position information of the mobile device. For

example, where a database containing information from a single AP is used, the best match may

reveal direction information. However, where a database with antenna pattern gain differences

signature across multiple APs is used, position (e.g., both distance and direction) information

may be obtained from the best match operation.

[0051] As discussed above, antenna gain difference sets of the antenna gain

difference table will preferably have an azimuthal direction associated therewith. For example,

an antenna gain difference set may have the azimuthal angle 0° associated therewith, another

antenna gain difference set may have the azimuthal angle 1 ° associated therewith, yet another

antenna gain difference set may have the azimuthal angle 2° associated therewith, and so on.
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The best matching antenna gain difference set may be utilized to identify an azimuthal angle for

the direction of the remote station from the AP, as shown in step 305.

[0052] It should be appreciated that, in determining a location of the remote

station, information in addition to the direction from a particular AP the remote station is

disposed may be desired. For example, the direction the remote station is disposed from a

second AP may be utilized to determine position by determining the point of intersection of

vectors originating at respective ones of the APs and extending in the identified direction.

Additionally or alternatively, the aforementioned best match of the multiple AP signal strength

difference signature, utilizing information with respect to multiple APs, may be relied upon to

provide a location positioning determination directly from the signal strength difference

signature.

[0053] Accordingly, the illustrated embodiment of the channel model independent

approach algorithm determines if additional APs illuminate or are illuminated by the remote

station's signal transmission (as shown in step 306), although perhaps not in data communication

therewith. If additional APs illuminate or are illuminated by the remote station's signal, a next

AP is selected and the operations of steps 302-305 repeated to determine a direction from that

AP the remote station is disposed.

[0054] Although a remote station's position may be estimated using directions as

determined by 2 APs and/or receive signal strength difference signatures associated with 2 APs,

embodiments of the present invention operate to determine directions and/or receive signal

strength differences with respect to more than 2 APs to provide a higher level of accuracy and/or

reliability in location estimation.

[0055] Regardless of the particular number ofAPs for which direction information

has been determined, embodiments of the present invention may estimate the remote station's

location by performing a best match with position and/or determining the point of intersection of

vectors originating at respective ones of the APs and extending in the identified direction, as

shown in step 307. It should be appreciated such location determinations may be with reference

to the APs used in the direction determinations rather than with reference to a fixed coordinate

system. However, according to preferred embodiments of the present invention, the location of

the APs utilized in direction determinations are known with reference to a fixed coordinate
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system, e.g., a site map, and therefore the location of a remote station may be estimated in such a

fixed coordinate system.

[0056] In the above described embodiment of a channel model independent

approach algorithm, the receive signal strength difference was used to build up a difference table.

However, directly applying such a difference table may not provide desired accuracy in

identifying an angle between the remote station and each AP or otherwise providing position

information, and therefore may not provide desired accuracy in location determinations. In order

to improve such estimation accuracy, embodiments of the present invention use a function of the

receive signal strength difference, such as the receive signal strength difference raised to a

particular power (e.g., squared or cubed), a logrithmetic function, etcetera, rather than the receive

signal strength difference itself to distinguish different angles. The function values for a certain

angle can be regarded as the angle signature, wherein two or more of such angle signatures can

comprise a unique signature for any individual location.

[0057] As mentioned previously, embodiments of the present invention may

implement additional or alternative approaches to location determination. For example, a

channel model independent approach algorithm, such as that set forth in FIGURE 3, may be

utilized in combination with another technique for location positioning, such as a channel model

based approach algorithm. The use of a combination of such techniques may be relied upon to

provide more accurate and/or reliable location estimates and/or to provide confirmation of a

location estimate.

[0058] Directing attention to FIGURE 4, a flow diagram setting forth steps of a

preferred embodiment algorithm for implementing a channel model based approach to location

determination is shown. As with the foregoing algorithm, the algorithm ofFIGURE 4 may be

implemented by a processor-based system operable under control of a set of instructions defining

operation as described herein. For example, a computer system having a central processing unit,

such as a processor from the Intel PENTIUM family of processors, memory, such as RAM,

ROM, and/or disk storage, and suitable input/output capabilities may be utilized in implementing

the steps shown in FIGURE 4. Such a processor-based system may be comprised of one or more

ofAPs 101-103 and/or processor-based system 150 shown in FIGURE 1 A. For example,

embodiments of the present invention may utilize a centralized system operable to perform the

steps ofFIGURE 4 with respect to a plurality of APs for location determination. Additionally or
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alternatively, embodiments of the present invention may utilize distributed systems, preferably

with some communication capability therebetween, to perform the steps ofFIGURE 4 with

respect to one or a subset ofAPs for location determination.

[0059] Step 401 of the embodiment illustrated in FIGURE 4 creates or establishes

a database (or table) of signal strength information using a propagation model (channel model),

such as may comprise information with respect to shadowing, scattering, interference, etcetera.

According to embodiments of the invention, the propagation model may be utilized to associate

estimated distances to various receive signal strengths based upon the propagation conditions

predicted by the propagation model. Additionally or alternatively, the propagation model may

be utilized to associate particular positions in the service area with various receive signal

strengths based upon the propagation conditions predicted by the propagation model.

[0060] A preferred embodiment utilizes a generic propagation model setting forth

signal propagation characteristics which are generic to a number of sites. For example, although

perhaps modeled for a particular type environment, such as a complex topology environment

(e.g., a generic indoor wireless channel model), a propagation model utilized according to

embodiments of the present invention may be generic to all such environments, and thus not

specifically adapted for a particular service area or deployment. Alternatively, embodiments of

the present invention may utilize a propagation model which is adapted for the particular service

area or deployment, such as by including information with respect to structure, scatterers,

etcetera, which may be disposed in the service area. Additionally or alternatively, such

propagation models may be supplemented with empirical measurement information, such as

from spot field testing and/or testing with respect to particularly severe topological structure.

Irrespective of the particular propagation model utilized, propagation models utilized according

to preferred embodiments of the present invention provide information useful in predicting the

link conditions (modeling the link channel) which may be experienced within a service area.

[0061] The aforementioned signal strength information database may comprise a

plurality of entries setting forth receive signal strength characteristics associated with remote

station transmission from various distances from an AP as predicted using the propagation

model. For example, using propagation characteristics simulated using the propagation model,

received signal strengths associated with an imaginary remote station transmitting at various

distances from an AP may be calculated.
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[0062] Additionally or alternatively, the signal strength information database may

comprise a plurality of entries setting forth receive signal strength characteristics associated with

a remote station's signal transmitted from each of a plurality of particular positions for the

multiple antenna patterns of an AP as predicted using the propagation model. For example, an

imaginary grid or grids may be established to demarcate a number of positions within a service

area, or portion thereof, which provides a desired level of resolution with respect to location

estimation. The receive signal strength of an imaginary remote station as experienced by each

antenna pattern of the multiple antenna patterns of an AP may be calculated (simulated) for each

position demarcated by the grid. Additionally or alternatively, the receive signal strength of an

imaginary remote station as experienced by each antenna pattern of a plurality of multiple

antenna pattern APs may be calculated (simulated) for each position demarcated by the grid,

thereby providing a multiple AP signal strength signature for each such position. Accordingly,

sets of predicted receive signal strength data may be associated with particular positions, as may

be defined by direction and distance information, by the signal strength information database.

[0063] It should be appreciated that the signal strength information database may

be stored in any number of locations on the network. For example, where a centralized

configuration for determining location is used, e.g., where a centralized processor-based system

such as processor-based system 150 is utilized, to determine remote station location for each of a

plurality ofAPs, a table or tables storing information with respect to the predicted receive signal

strength for each such AP may be stored at or in communication with such a centralized

processor-based system. However, were a distributed configuration for determining location is

used, e^g., where diverse processor-based systems such as APs 101-103 and/or regionalized

processor-based systems such as a plurality of processor-based system 150, are utilized to

determine remote station location for network APs, a table or tables storing information with

respect to the predicted receive signal strength associated ones of the APs may be stored at or in

communication with such distributed processor-based systems.

[0064] It should be appreciated that, as a simulation approach is taken according to

embodiments of the present invention, offline pre-deployment empirical measurements have

been avoided. Accordingly, it is expected that implementation of such embodiments of the

present invention will save time and expense over such techniques.
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[0065] In determining the location of a remote station, an AP, such as AP 101 of

FIGURE 1 A, of the illustrated embodiment will collect information with respect to the receive
i

signal strength of the remote station signal as received using multiple antenna patterns, as shown

in step 402. This information is preferably sent to a processor-based system performing the

channel model based approach algorithm. For example, where a centralized system is utilized

for location determinations, such as processor-based system 150, this information maybe

communicated via network backbone 151 to the centralized system. However, it should be

appreciated that distributed processing may be utilized, such as by each AP independently

determining a distance/position from the AP to the remote station. Accordingly, the

aforementioned receive signal strength information may be processed by the AP for location

positioning, according to particular embodiments. In such a distributed configuration,

communication is preferably provided between the distributed processor-based systems to

facilitate sharing of distance/position information and determining a location of the remote

station from the distance/position information.

[0066] The receive signal strengths collected with respect to a particular AP may

be compared to the signal strength information of the database for that same AP to find a best

matching signal strength information set, as shown in step 403. For example, the receive signal

strengths from multiple antenna patterns of a single AP at the current location may be compared

to the signal strength information database of each grid of an area, and the best match can be

utilized to return a grid position to estimate the remote station's location.

[0067] As discussed above, signal strength information sets of the signal strength

information database will preferably have distance and/or position information associated

therewith. For example, a particular signal strength information set may have a distance of 50

meters from the AP associated therewith. Additionally or alternatively, a particular signal

strength information set may have a grid position, or perhaps distance and direction (e.g., 50

meters at 270° from the AP), associated therewith. Such information provided by the best

matching signal strength information set is utilized to estimate the location of the remote station,

as shown in step 404.

[0068] According to preferred embodiments, the receive signal strengths collected

with respect to a single or a plurality of multiple antenna pattern APs are compared to the signal

strength information of the database to find a best match of the multiple AP signal strength
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signature. A best match may be determined through a highest number of receive signal strengths

for multiple antenna patterns matching or closely matching corresponding signal strength

information for the multiple antenna patterns. Alternatively, a best match may be determined

through a correlation function between the receive signal strength and corresponding signal

strength information. Of course, other techniques for determining a best match may be

employed, such as statistical analysis and/or use of weighted averages. The result of the best

match operation can reveal the distance, direction and/or position information of the remote

station. For example, where a database containing information from a single AP with single

antenna pattern is used, the best match may reveal distance information. However, where a

database with predicted received signal strength signature of multiple antenna patterns with

single/multiple APs is used, the position (i.e., both distance and direction) information may be

obtained from the best match operation.

[0069] Accordingly, embodiments of the channel model based approach algorithm

may operate to determine if additional APs illuminate or are illuminated by the remote station's

signal transmission (not shown), although perhaps not in data communication therewith. If

additional APs illuminate or are illuminated By the remote station's signal, a next AP may be

selected and the operations of steps 402-403 repeated to determine a distance from that AP the

remote station is disposed.

[0070] It should be appreciated that, a remote station's position may be estimated

using distance information as may be determined using APs not equipped with multiple antenna

patterns as discussed above. For example, a remote station's position may be estimated using

distances as determined by 3 APs. However, embodiments of the present invention operate to

determine distances with respect to more than 3 APs to provide a higher level of accuracy and/or

reliability in location estimation.

[0071] As discussed above, multiple antenna patterns ofAPs utilized according to

preferred embodiments of the invention provide information in addition to the distance from a

particular AP the remote station is disposed, useful in determining a location of the remote

station. Accordingly, embodiments of the present invention implement multiple antenna pattern

configurations at the APs, thereby facilitating association of position information with the

aforementioned signal strength information sets in the signal strength information database.
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[0072] Embodiments of the present invention operate to estimate a remote station's

position directly from the above best matching of receive signal strengths. The multiple antenna

pattern receive signal strength best matching techniques described above facilitate use of a single

AP in the location positioning of a remote station. However, multiple APs are utilized in such a

channel model based approach algorithm according to embodiments of the invention to confirm

the location estimate and/or to increase the reliability and/or accuracy of such an estimate, as

described above. For example, it is expected that receive signal strength measurements from 2

APs using such a technique will provide a highly reliable and accurate location determination.

[0073] It should be appreciated such location determinations may be with reference

to the APs used in the distance/position determinations rather than with reference to a fixed

coordinate system. However, according to preferred embodiments of the present invention, the

location of the APs utilized in distance/position determinations are known with reference to a

fixed coordinate system, e.g., a site map, and therefore the location of a remote station may be

estimated in such a fixed coordinate system.

[0074] As mentioned above, the above location determination techniques may be

utilized alone or in combinations. Accordingly, particular techniques may be selected and

implemented depending upon considerations as a desired level of position location resolution

desired, a desired level of reliability in the location estimates made, the amount of processing

power available and its configuration (e.g., centralized, distributed, etcetera), and/or the like.

[0075] Location positioning provided according to embodiments of the present

invention may be utilized in any of a number of applications. For example, embodiments of the

present invention may be implemented to determine locations for location-sensitive content

delivery, direction finding, person and/or asset tracking, emergency notification, network

security, network resource management and/or allocation, etcetera.

[0076] Recently the widespread popularity ofWLANs has drawn attention to

security issues associated with such infrastructure. In a wired network, every system, e.g.,

laptops and workstations, access the network through a designated port. The locations of these

ports are known and may be controlled. Likewise, the systems which are authorized to utilize

such ports are known and may be controlled. Accordingly, finding security breaches in such a

system is relatively simple. However, in a typical WLAN it is very difficult to find security
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breaches. For example, without implementing station by station security measures, such as

cryptography (which can be problematic to implement and maintain as well as often

discouraging guest access to the WLAN), the broadcast nature of the wireless links makes

identifying and blocking access to intruding systems, e.g., rogue APs and unauthorized remote

stations, very difficult.

[0077] Embodiments of the present invention, however, may be relied upon to

provide location determination/tracking techniques useful in meeting network security

challenges. A feature particularly desirable for use with respect to network security applications

provided according to embodiments of the present invention is that the cooperation of the

devices, e.g., remote stations, whose locations are to be determined or tracked is not necessary.

Specifically, no specialized hardware or software needs to be deployed at remote stations, APs,

etcetera, in order to allow or prevent their use with techniques of the present invention. In

contrast, the traditional approach often requires some client software to be installed at devices

which are to be tracked. However, one would not expect a malicious user to voluntarily install

such client software so that he/she can be tracked.

[0078] Intruder detection may be provided using embodiments of the present

invention through identification of a remote station location which is not authorized, e.g., outside

the perimeter of a served campus or within an area authorized WLAN access is not permitted or

is otherwise not expected, such as a public lobby or a bathroom. An embodiment of the present

invention may operate to identify the location of an unauthorized device or user in a WLAN

environment and immediately alert the network administrator. Additionally or alternatively, an

embodiment of the present invention may operate to close the breach, such as by changing the

radiation pattern ofAP phased array antennas and/or adjusting the transmit power of system APs

to cause the intruder to be out of network coverage.

[0079] It should be appreciated that the above described security breach

identification and mitigation techniques are not limited to use with respect to a particular type of

rogue system, e.g., remote station. For example, the present invention may operate to identify

the location of a rogue AP in a WLAN environment and control registered APs to change their

coverage so as to force the rogue AP out of network coverage.
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[0080] Moreover, the security aspects available through use of embodiments of the

present invention are not limited to blocking all network access. For example, embodiments of

the present invention may provide location-based access security, such that particular locations

may be provided corresponding different levels of access. Accordingly, a remote station located

in a client reception area may be given network access sufficient to allow public Internet access,

but be prevented from otherwise accessing internal network systems and data. However, the

same remote station located in a research and development lab of the same campus may be given

access to particular project data and servers associated with that lab. Here the physical security

of the premises may be relied upon, at least in part, for network security. Of course, traditional

network security, such as user names and passwords, may be implemented in combination with

the aforementioned location-based access security, if desired. For example, a particular user may

be allowed to provide a user name and password to gain appropriate levels of network access

even when the remote station used thereby is disposed in an otherwise limited access location,

such as the aforementioned client reception area.

[0081] Similarly, embodiments of the present invention may provide for the

delivery of content based upon location determinations. For example, a remote station identified

to be in a particular location may be provided information with respect to nearby restaurants and

businesses or nearby attractions. Accordingly, operation of the present invention may be utilized

to provide location sensitive content delivery, direction finding, showing maps on the PDAs of

users, etcetera.

[0082] Application of location positioning according to the present invention is not

limited to application with respect to network security or access. For example, embodiments of

the present invention may be utilized in providing management of wireless communications

and/or wireless communication system resources. Preferred embodiments of the present

invention may be utilized in providing location information useful in developing accurate link

space information for the management of wireless communications, such as shown and described

in the above reference patent application entitled "Systems and Methods for Managing Wireless

Communications Using Link Space Information."

[0083] Additionally or alternatively, embodiments of the present invention may be

utilized to provide person/asset tracking and/or emergency notification. For example, expensive,
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